Continuous, closed-loop compliance at scale
Automated
global IT
compliance
enforcement for
hybrid systems
info@saltstack.com
www.saltstack.com
+1 801.207.7440

Security and IT operations teams must work together to keep data centers secure and compliant, but efforts
are often hampered by disparate toolsets, misaligned workﬂows, and competing priorities. It’s time for change.
SaltStack® Comply harnesses SaltStack event-driven automation to deliver full-service, closed-loop automation
for IT security and compliance. With SaltStack Comply, security and operations teams can work together to
deﬁne a corporate security policy, scan all systems against it, detect issues, and actively remediate them—all
from a single platform.

Deﬁne

Detect

Enforce

Build a policy with CIS-certiﬁed
compliance content and apply
it automatically across your
digital footprint.

Run continuous, item-level
policy checks to locate
non-compliant systems or
applications anywhere in your
environment.

Use autonomous policy
enforcement to ﬁx violations
instantly. Or kick off a
remediation workﬂow to ﬂag
and prioritize issue resolution.

“We’ve seen a 75% reduction in the work simply needed to coordinate
priorities between our security and IT operations teams. SaltStack SecOps
is the catalyst to help IBM Cloud achieve the goal of continuous
compliance while optimizing collaboration and output between our global
security, IT, and governance teams.”

Stephen Dumesnil | IBM Cloud Network Engineering Governance Manager

Access a live, hosted library of compliance proﬁles
SaltStack SecOps includes access to a live, growing repository of standard compliance proﬁles for major Linux operating
systems across cloud, on-prem and containerized environments today, with growing support for Windows and Unix operating
systems continually added. Every proﬁle includes hundreds of up-to-date issue scans, detailed descriptions, and the automated
remediation actions for each check.
CIS Certiﬁed content for:
•
RHEL 6, 7
•
Centos 6, 7
•
Debian 9
•
Ubuntu 16.04, 18.04
•
New content added weekly
Reference mapping to:
•
National Institute of Standards and Technology (NIST)
•
Industry speciﬁc proﬁles, such as PCI and HIPAA

Customize policies and remediate
SaltStack Comply offers complete policy customization. Create your own company-speciﬁc checks, turn off pre-built
checks that don’t apply, or create exemptions and rules for speciﬁc machines as needed. Then use SaltStack
event-driven automation to detect policy violations anywhere in your infrastructure and automatically remediate issues.

Part of the SaltStack SecOps Suite
SaltStack Comply is one of the powerful products available
as part of the SaltStack SecOps product suite, designed to
help IT operations and security teams use event-driven
automation to detect compliance and security risks and
automatically remediate them. SaltStack also offers
powerful integrations, IT system control, and much more.

Ready to get started? Visit saltstack.com/secops
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